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* [IpaBoBou

— KoHpuaeHUuManbHOCTb M 6e30nacHOCTb ABAAOTCA NPeAnoCbl/IKaMu
obecneyeHnAa 6a3oBbix NpaB on-line

e JKOHOMMUYECKUm

— CWbB npeacTtaBnaeTcs Kak NpenmyLecTBo n Habop BO3MOXKHOCTEN

e CouuanbHbIN

— KoHeyHbIn nonb3oBaTenb AO0NKeH NMNOHATb, YTO ero AomMmalwHue CUCTeMb
ABNAKOTCA KPUTUHECKUM 3BEHOM B LEMNU obecneyeHnAa 6GesonacHOCTH

* TexHUYecKkumn

— Pa3Hoo6pa3me TEXHO/IOTUM, OTKPbLITOCTb U I/IHTepOI'IepaGeI'IbHOCTb AO0/1XKHbI
pPacCMaTpmnBaTbCA KaK HEOTbeEM/1IEMbIE KOMIMOHEHTDI be3onacHocTH

Bernd Blobel ITM 2016
University of Regensburg R 13-14 October 2016
Medical Faculty Moscow, Russian Federation



Paradigm changes in health system require new approaches to security and privacy

PeknamHble U LWNUOH-
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[NMpnceoeHne pecypcos

LLIaHTax

PacKkpbiTne nHpopmaumu
MoweHHn4yecTso

HapyweHue uenoCTHOCTU AaHHbIX
OUNCKpMMHauUmAa
Bbimoratenbcrso

Nepepnaya AaHHbIX 3M

XuweHne naeHTUOUKaLNOHHbIX
NAHHbIX

[NpOHUKHOBEHME
[loTepAa KOHTpOAA
YTepAa gaHHbIX

3/loHamepeHHOoe NUCNOob30BaHue
NaHHbIX

PUWUHT

lomoraTtenbcTBa
Cnam

KOMMaHNAM HecaHKLIIMOHleOBaHHbIVI
HOAAEHKa TeNneMapKeTUHr
HecaHKLI,MOHI/IpOBaHHaFI nepeaada
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Legal and Contractual Business anacy.
Regulatory Factors Factors Safeguarding
Factors Requirements
Examples: *« Local or national data Company policies * Privacy preferences
protection laws Industry regulations of PII principal
* International laws Professional of . Normahve )
* Work council rules technical standards TecuUrements an
guidelines
» Codes of conduct Internal control :
_ systems * Nature of business
* Consumer protection model or application
legislati Thi
egislation ird party contracts + Sensitivity of PIl
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MHpopMmMpoOBaHHOE corlacue 1 Bblbop

[MpaBOMEPHOCTb M LeneHanpaB/IeHHOCTb MCMOb30BaHUA AAHHDbIX,
TexHnyeckme TpeboBaHUS

3. OrpaHuYeHHbIN cbop nMHbopMmaL MK

OrpaHM4yeHnsa OTHOCUTEIBHO UCMO/Ib30BAHMUA, XPAHEHNA U PACKPbITUA
nHpopmauynm

5. MuHumM3auma AaHHbIX
TOYHOCTb M Ka4eCcTBO AAQHHbIX

7. OTKpbITOCTb U NPO3Pa4YHOCTb NOJIUTUKN PACMOPSAKEHNA AAHHBIMU U
cpeactsa MHGOpMUMpPOBaHUA/ONoBELLEHMUA

8. JlnyHaA BOB/IEYEHHOCTb M AOCTYN K MHPOPMALMOHHbBIM pecypcam
9. OTcnexmBaemoCTb AaHHbIX

10. UHcTpymeHTbl0becneyeHmna 6e3onacHoCTm

11. HopmaTnBHO-NPaBOBOE COOTBETCTBME
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Privacy
Reference Architecture

Implementing safeguards for the processing of Pll in ICT systems

Organizational Pll Protection Privacy-Enhancing
Provisions Mechanisms Technologies

Pll controller responsibilities Classification of Pll

Reducing privacy risks Minimize PIl processing
Privacy controls in the

data processing life cycle

Empower control

Business processes B
P for the PIl principal

Implementing privacy

: : Secure data access
Privacy requirements management systems

control and databases
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YnpasneHue gosepuem:
e Cny6bl MHGOPMUPOBAHUA
* OueHKa ypoBHA gosepua
* M3mepeHune goBepmnA Ha OCHOBE NHAMKATOPOB

YnpasaeHne NoONUTUKOWN:
* OnucaHne NONUTUKU

e CornacoBaHue, rapMmoHM3auma (paspeweHne KOHGNKTHbIX CUTyaLnii)
KoHTpoAb gocTyna
NHPpacTpyKTYpHbIe CyKObl

* YnpaBneHue naeHTUPUKaTopamm

* [e-naeHtTMdMKauma, nceBAOHNUMM3aUMA

« [pyrue cnybbl B cpeae

* YnpaBneHue o6bEKTaMU AaHHbIX (B TOM Yncae noTeps AaHHbIX U WndpoBaHue)

[lpyrve BO3MOXHble Cy*KObl: OLEHKa pUCKa B pea/ibHOM BPpEMEHMU
(KaXKaaA TpaH3aKuuA)

Bernd Blobel ITM 2016
University of Regensburg 13-14 October 2016
Medical Faculty R

Moscow, Russian Federation



Paradigm changes in health system require new approaches to security and privacy

HaynoHanbHbIN naeHTndUKaTop (# nacnopra)

Homep KnneHTa
BnomeguuUMHCKME NaeHTUOUKATOPDI

Homep cueTa B 6aHKe nan # KpeaAnTHOMN KapTbl

Uma

Mon

[aTa poxaeHuna

JomalHum agpec

MepcoHanbHbIN TenedoHHbIN HoOMep
MepcoHaNbHbIN aapec 3. NoYThbI

IP agpec

doTo nau snaeo, nozsonarowme
NOeHTUPULUNPOBATb YENOBEKA

YneHcTBO B npodcorose
CeKkcyanbHaa opmeHTauma
CyamMmocCTb 1 COBEpPLLUEHHbIE NPeCcTyneHUs

®PunHaHcoBaA MHPoOpPMaLMA O YeoBEKE

PIN n naponu K GHaHCOBbIM CHETAM
NaLMeHTOoB

NTiobasa nHbopmaumsa, Kotopaa cobpaetcs BO
BPEMA OKa3aHUA yCyru

MoTepa paboTtocnocobHOCTH
Paca n HAaUMOHANBHOCTb
PennrnosHbole Bo33peHuns

Ocobble NoTpebHOCTM rpaxaaH B rpynnax
PUCKa

[MepcoHaNnbHbIN U NCUXONOrMYECKMI NPoPUIb

JlaHHble MeCTOHaXoXX4eHNA YenoBekKa,
noayvyeHHble N3 TENEKOMMYHUNKALUUNOHHDbIX
CNCTEM

[MpeanoyTeHNA OTHOCUTENBHO NPOAYKTOB U
ycnyr, nonydyeHHble u3 CRM cuctem

[MepcoHaNnbHbIN NCUXONOTUYECKUIA NPOPUb C
yyeTom MoBeZleHMsA Ye/I0BEKa B CETU

KOM6VIHVIpOBaHHbIe AaHHblE
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formalization of the system, its elements,
automatic harmonization, expressing elements in a comparable way

DomaI n PerSpeCtlve System’s Archl_ the reason why you need that model, introducing the mechanisms for

characterizing both the medical information related to the object or the process

tectu ral PeI'SpeCtlve items by directly building policies that need the description
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* Mapkepbl 6e30NacCHOCTU ABNAIOTCA MeTaAaHHbIMU NEPCOHA/IbHOM
MmeanunHckon nibopmaumm (PHI). MapKepbl onmcbiBatoT OrpaHnYeHmns
OTHOCUTE/IbHO A0CTYNA 1 NCNO1b30BAaHNA NEPCOHANIbHON MHPOPMaLUU
ANA KOHTEKCTOB U NPUHLUMNAana (aencreytollee MU0, KOTOpPOe He Bceraa
asnfeTa yenosekom): KTO, KAK, KOTOA, TIAE, 3AYEM n MOYEMY

* MapkKepbl 6€30nNacHOCTK ABNAIOTCA T3ramu, CBA3bIBaAOWMNMMU
MHPOPMALMOHHbIE 06beKT c Habopom aTpmnbyToB besonacHOCTU U
KOHOMAEeHUManbHOCTU. MapKMpyOTCA HE TONbKO AaHHble — B HL7 TaKxe
MapPKUPYOTCA Nt0aM 1 pecypcbl. B HoBon MegmunHCKomn cncteme
KnaccmomKaumm 6es3onacHoCcTn U KoHpuaeHumanbHoctm (HL7 HCS)
onpeaenalnTca cneayowme mapKepbl: KOHPUAEHUMANTbHOCTb, BaXXHOCTb,
LLEe/IOCTHOCTb, KaTEropmAa n onepaunoHHbIE OrPaHUYEHUA.
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Ponp Chief Information Security Officer (CISO) npeteprneBaeT U3MEHEHUS:
OT 3KcTepTa B chepe OE30MaCHOCTH K CIIEIUATUCTY M0 Pa3BUTHIO OM3HECA;
CIICIIUAJINCT, KOTOPBIN Y4acTBYET B TApMOHU3AIMK OU3HEC CTPATETUH U
0€30ITaCHOCTH, a TaK)KE B MHTETPAIIU HHCTPYMEHTOB 00€CIICUCHU S
3aIUThI TaHHBIX, 0€30MTaCHOCTH U KOH(DHUACHITNATIBHOCTH.

OH/0oHa oueHMBaeT YenoBeyeckmin pakTop B chepe obecneyeHus
6e30MacHOCTM N KOHOMAEHUNANBHOCTU, @ TaKKe nomoraeT 4obmsaTbcs
MaKCMMaJIbHO BO3MOKHOM 3aWNTbl MUHUMYMOM cpeacTB. KomnieKcHbIN
noaxoA, K Bonpocam obecneyeHns 6€30nacHOCTU M KOHPUAEHUMANTBHOCTH
Ha 6a3e ynpaB/ieHNA pUCKaMM B Pea/IbHOM BPEMEHM.

OH/oHa byaeT BO3r1aBAATb HOBbIE MPOLLECCHI.

3HaHuA, cnocobHocTM N HaBblkK CISOs byayT BAUATL HA NONTUKY
6e30MacHOCTM N3HA4Ya bHO.
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"Privacy by Design" refers to the philosophy and approach of embedding
privacyinto the design specifications of various technologies. "Privacy by
Design" defines the fundamental principlesneeded to ensure that your
project complies with privacy legislation and best practices forinformation
privacy management.

Foundational Principles of "Privacy by Design"

1) Proactive not Reactive; Preventative not Remedial
2) Privacy as the Default Setting

3) Privacy Embedded into Design

4) Full Functionality - Positive-Sum to Zero-Sum

5) End-to-end Security - Full Lifecycle Protection

6) Visibility and Transparency - Keep it Open

7) Respect for User Privacy - Keep it User-Centric

Bernd Blobel
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* Principlesof information security

— Information security - protecting data & IT assets, information security
management, threat and risk assessment

— Ensuring confidentiality, availability & integrity
— Security and data-protection program considerations - people, process and
technology

— Information security critical assets - data, services, hardware/software,
personnel, intangible (e.g. reputation, goodwill)

— Case Study
— Measuring Sensitivity, Asset Register & Statement of Sensitivity
— Threat Agents

— Information Security Program elements - written security policy, security
organization, security risk assessment and plan to manage security risk

— Need for permanent risk assessment

Bernd Blobel ITM 2016
University of Regensburg R 13-14 October 2016
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* Cloud security * Network security

* Cyber-physical systems * Piracy protection

 Data protectionand privacy ¢ Physically embedded cyber
management security

 Power generation and * Secure engineering
energy supply e Secure mobile systems

* Early warning systems * Security against lateral

* Industrial productionand channel and error attacks
automation  Security management

* IT forensik e Trustworthy systems

* IT security for mobility e Relation between safety

 Media security and security

Bernd Blobel ITM 2016
University of Regensburg R 13-14 October 2016
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Policy Objectives:

Overcome currentICT security products and solutions supply
market fragmentation to create a European single market for
innovative ICT security products and solutions helping European
supplyindustry achieve economies of scale and compete on a
European and globallevel

Secure European digital technologies - ensurethat European
citizens, enterprises (including SMEs), publicadministrations have
access to the latest digital security technology developments, which
are interoperable, competitive, trustworthy and based on European
rules and values

Limit the risk and the impact of cybersecurity incidents, while
increasingconsumers' and citizen's trust and fostering the EU digital
economy

Bernd Blobel ITM 2016
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 The Cyber Security Coordination Group (CSCG) of CEN,
CENELEC and ETSl is the only jointgroup of the three officially
recognized European Standardization Organizations with a
mandate to coordinate Cyber Security standards within their
organizations. The CSCG was created in late 2011 to provide
strategic advice on standardization in the field of IT security,
Network and Information Security and Cyber Security. ENISA
(European Union Agency for Network and Information
Security) participates in CSCG.

* All Member States and their Member Bodies are requested to
implement an analog structure.

Bernd Blobel ITM 2016
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In the communicationbetween EU and USA, the Safe Harbor Principles
have been replaced by the Privacy Shield Agreement.

The EU Data Protection Directive (Directive 95/46/EC on the protection of
individuals with regard to the processing of personal dataand on the free
movement of such data) and the Council Framework Decision
2008/977/JHA have been replaced by the EU Regulation (EU) 2016/679 of
the European Parliament and of the Council on the protection of natural
persons with regard to the processing of personal dataand on the free
movement of such data and the Directive (EU) 2016/680 on the protection
of natural persons with regard to the processing of personal data by
competent authorities forthe purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal
penalties, and on the free movement of such data.
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*  VI3MeHeHMA Napaamrmbl B CUCTEMAX OKa3aHUA MeAULIMHCKON U COLMAaNbHON MOMOLLM
BEAYT K CUNbHO pacnpeneneHHbiM, OTKPbITbIM Cpegam C MHTerpaumMen MHOXeCTBa
obnacrten NnpaBa U NOUTUK NPeaMETHbIX obnacTen, TEXHONOTMIN, 3HAHUN N CTUNEN
npeAacTaBNEeHNA KOHLUENUNI, A3bIKOB, METOA0/IOTUI, NHTEPECOB U BOCMPUATUN,
KYNIbTYPHbIX Cpea, OXnaaHui, obpasoBaHMa M HaBbIKOB U T.4., 0603Ha4Yaa NoTpebHOCTb
B C/IOXKHbIX NPOAYKTax Nno obecneyeHuto nHTeponepabenbHocTu. NpobaemaTmKa
NHTeponepabenbHOCTM He orpaHnumneaetca UKT, BKatovaeT B cebs BeCb CNEKTP
AEeNCTBYIOWKUX UL,

* [pamoTHO noaobpaHHble peweHns B chepe obecnevyeHna 6e3onacHOCTU U
KOHOUAEHUMANBbHOCTN NOBbLIWAOT CTEMEHb A0BEPUA, TAKMM 0Opa3om yny4dwatoTt
BOCMPUATUE NMPOEKTOB B chepe 3a4paBoOXpaHeHUa n cnyxb IT-noaaepKu.

*  YyutbiBas 3TO, CTPaHbl-nmnaepbl B chepe npumeHeHna UKT n tenemeanumHbl
Bblaenatot 50% 6roarketa Ha cpeacrTea obecnevyeHna 6e30NacHOCTU U, B 0COBEHHOCTMH,
Ha pelleHns B cpepe obecneveHna KOHPUAEHUMANBHOCTU MHOPMALUMN.

 TexHonorum obecneyeHma 6e30NaCHOCTU U KOHOUAEHUMANIBHOCTU HEe ABNAIOTCA
TOPMO30M Pa3BUTMUSA, 3TO HOBbIE, MPOPbIBHbIE TEXHO/IOTUN C NOAAEPKUBAOLLMM
adpdeKTom.

Bernd Blobel ITM 2016
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The State Privacy Ombudsman of Berlin, Dr. Alexander Dix, has
summarized the responses to Big Data challenges as follows:

* Thereis no absolute security and anonymity, but there are privacy-
friendly and privacy-unfriendly solutions. Despite all de-identification
possibilities,anonymizationis betterthan personal dataopenly
available onthelInternet. Thisalso includes pseudomized data which
are still personal data. Nevertheless, pseudonymizationisan
appropriate measure for reducing personalization of data.

 Not justified and court-enabled searches and comprehensive
analyses performed by secret services do not comply with
democraticprinciples.

* Thereisa needforaninternational Code of Practice for monitoring
the Internet trafficand the citizens‘ behavior

* International privacy guaranteesshould be part of the UN Human
Rights Declaration

Bernd Blobe
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* We need publicly funded research and development of technical
privacy solutions for Internet usersincludinga less-vulnerable
European Cloud Model.

* Thereare no acceptedinnovations withoutsensible privacy-by-
design.

 Collectingpersonal datais attractive for legitimated and non-
legitimated users. Therefore, Big Data must be protected against
attacks, and the collection of personal data must be limited.

 BigData donotnecessarily need to be Big Personal Data.
 Dataminimizationand transparency areinevitable basicprinciples.

 The EU strategy fora right to be forgotten should be boosted
through a new Internet protocolwhich enables deleting personal
data.
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Contact:

Prof. Dr. habil. Bernd Blobel, FACMI, FACHI, FHL7, FEFMI
Past-Co-Chair, HL7 Security WG

Past-Chair, EFMI WGs ,,Security, Safety and Ethics* and ,,EHR*
Past-Chair, GDD WG ,,Privacy and Security in Health and Social Care*
University of Regensburg, Medical Faculty

c/o HL7 Germany

An der Schanz 1

50735 Koln

Germany

Email: bernd.blobel@klinik.uni-regensburg.de
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Related Important Event

We invite you to actively attend the
pHealth 2017 Conference
12-14 May 2017
Eindhoven, The Netherlands
More information: www.phealth2017.eu
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